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Security and Conduction Properties of Human
Body as a Communication Medium (FY19)
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Key Findings of Research

« HBC Channel: (1) Return path cap is self-
capacitance of ground plate (2) Primary Loss is ratio
of return path cap to body cap (3) EQS (<MHz) and
EM region (>10 MHz) noticeable (4) Capacitive
EQS-HBC is safe (5) Interference measured

* HBC Security: (1) Inter-Human additional loss due
to inter-human cap (2) Cap region 20dB/dec and
EM region 40dB/dec slope of coupling (3) Inter-
Human coupling >20dB below channel loss at >1m

* Applications: (1) World’s power BAN (2) First
Communication ‘Strictly’ through Touch (3)

Problem / Objective

Human Body Communication
Technical Approach

Determine Key Influencers, Repeatable

Mixed-Signal Processing for Interference Robust
HBC. On-Hub Analytics for Long-Range Data
Compression

» Understand Conduction and Security properties of

Measurement, Develop Wide-Frequency Scalable
Channel and Interference Models. Dynamic HBC.

Wearable-wearable demo: handshake info
exchange (4) Band-demo: secure authentication

_ Uniqueness
Systematic Repeatable

Measurement / Model
Development for widespread use

DoD: Efficient Remote
Monitoring of Physiological

Signals —
Neuroscience, HCI % ~1-15km

Accomplishments

* MIT TR35 India Award, CNBC TV18

* 19 publications total, TBME, NSR, JSSC
* Patents: 2 (filed), 2 (submitted to PU) | ___
* Presentations (2019): 7/0 (nvited/contributed)Sensor

Respiration

Glucose

BP,



Vision: Human Body as a Comm Medium
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Project 15t Half: EQS-HBC
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Maxwell and Haus

Electric Fields Magnetic Fields

S Vv S
EQS MQS

E-dl =0 Cﬁfz +[d
= = [ 7.qa4%

For Statics systems both time derivatives are unimportant, and Maxwell’ s
Equations split into decoupled electrostatic and magnetostatic equations.

C

Electro-quasistatic and Magneto-quasitatic systems arise when one
(but not both) time derivative becomes important.

INTRODUCTION TO ELECTROQUASISTATICS AND MAGNETOQUASISTATICS
Limits to Statics and Quasistatics, MIT OCW Hermann A. Haus

Lab



https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-007-electromagnetic-energy-from-motors-to-lasers-spring-2011/lecture-notes/MIT6_007S11_lec17.pdf
https://ocw.mit.edu/resources/res-6-001-electromagnetic-fields-and-energy-spring-2008/chapter-3/03.pdf

Project 15t Half: EQS-HBC
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Outline: EQS-HBC

Applications:
* Remote Health Monitoring
« EMBC 17, CICC 18
* Human-Computer Interaction
ISLPED 17, EMBC 18

Conduction Properties

« MWCL 18, TBME 18

- EMBC 18, JSSC19, TCAS2
19, TBioCAS 19(x2)

«  ToCHI, IMWUT

Security Properties
* Nature Scientific Reports 19
 NSR Inter-Human

Attacker

Submitted are in italics




This Year (Oct 18 — Sep 19)

Theoretical Model for Return Capacitance
MHz-GHz Measurements and Bio-Physical Modeling

Security Property — Inter-Human Coupling

Conduction Property — Intra-body Loss

Environmental Interference

Human Body Antenna Properties — Wearable Measurement
Safety Analysis

Lowest-Power BAN

N o o o> kD> D

Application Demonstration
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Review: Physical Security: EQS HBC
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Nature Scientific Reports

Traditional Wireless Body
SCIENTIFIC REPORTS  AreaNetwork

Electro-Quasistatic Human
\  Body Communication

Transmit / Receive
Device

Battery
CPU + Comm + Memory Band

opper-Tape Elec

D. Das, S. Maity, B. Chatterjee, and S. Sen, "Enabling Covert Body Area Network using Electro-Quasistatic Human
Body Communication," in Scientific Reports (Nature), 9, Article number: 4160 (2019) March 2019

SPARC
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EQS-HBC = Physically Secure

EI IEEE

I SPECTRUM Engineering Topics ~

Special Reports ~ Blogs ~ Multimedia ~ The Magazine ~

SIZHALS COMNIIIIE IO & HIIeuIcar uevice:

Coverage:

b =
mme® Securing the lnternet of Bod ' o ad
i v Watch later  Share

80+ News Sites

= PEWMics recunoroay cans toois oerewse camping cuine

Scientists Design a Network That Lives Inside -

Mech¥plore . Week's top
P

f 437
¥ » Your body has internet—and now it can't be
O s hacked

Your Body
To keep pacemakers and insulin pumps secure. I E LECTRONICS
| POINT

v

The new device from Purdue University demonstrates a huge leap in medtech data security which could propagate

into several other aspects of bioelectronic medicine in years to come.

vn as an electro-quasistatic field using the
Signals from a pacemaker can travel from head
» skin. “Unless someone is physically touching
” Sen says.

lectro-quasistatic human body communication,
onth in the journal Scientific Reports. In the
fully confined to the body signals from a

fvoinF [ C

P ple

of

Researchers say quasistatic signals will protect
wearables and implants from hackers

JEREMY HORWITZ @HORWITZ

ScienceDalily

Your source for the latest research news

0 »

AL .
",':"\‘1' Securing the Internet of Bod

The human body carries electrical signals well. Now these signals can be contained within c..

e EurekAlert! | mvs

HOME NEWS RELEASES MULTIMEDIA MEETINGS PORTALS ABOUT

PUBLIC RELEASE: 12-MAR-2019

Your body is your internet -- and now it
can't be hacked
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Security of Medical Devices

28 Mar 2019 | 20:00 GMT

I |EEE

Wearable Health Monitoring ./l SPECTRUM Can "Internet-of-Body" Thwart

. e Cyber Attacks on Implanted
s Medical Devices?

P
-
Wearable Hub i : : sz
Medtronic discloses medical device vulnerabilities,
while Purdue University scientists propose
countermeasure to block attacks

sor Node Health Md

Wearable Hub

By Emily Waltz

EMBC 17, 18

L ClariaMR™ Quad

. CRT-DSureScan™ |

Medical Advisory (ICSMA-19-080-01)

Medtronic Conexus Radio Frequency Telemetry Protocol
Original release date: March 21, 2019

Photo: Medtronic

The U.S. Department of Homeland Security last week warned that
numerous medical devices made by Medtronic are vulnerable to cyber attack.
The vulnerabilities affect 17 of the company’s implantable cardiac device



https://ics-cert.us-cert.gov/advisories/ICSMA-19-080-01

Review: Bio-Physical Model: EQS HBC
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Human Body Bio-Physical Circuit Model

Human Body Model showing different Field Lines o Bio-Physical Circuit Model of Human Body

e — -

B |

« Bio-physical model to match experimental results
« Forward Path: Body Parameters, source/load impedances
« Return Path: External coupling capacitances TBME 2018




Experiment 1

What is the return path Capacitance ?
How does it vary with distance ?

to: PURDUE




Return Path Capacitance Circuit Model

 Purpose: Model and measure return path capacitance to model channel loss

(a) Forward and Return Path for
Human Body Communication

Signal
Return
Path

- CBudy CG=

Signal
Return
Path

7777727277777 77777777777777

(b) Simplified Circuit Model
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(c) Human Body Channel Characteristics
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Return Path Capacitance Modeling
(a)

(a) b s .
frea=a ‘here Disc
Smalld: C = EoA/d \' Larged: C = 4mea %

(parallel plate) (Self capacitance)
(c) General Case (b) 20 . ' ' ' ' ' l ; l
(Sphere and Flat Ground) sphem:ql/‘lT[EUa 18
16
X uc-). 14
a?/2d T ~ !
_Y 2a2c‘iL/(4d2—a2) § 12
d E 10 | 11.13 (self capacitance, sphere) i
% 8:._._._._._._._._._._._._._._.1’.//_._._._._'
Ground Plane Vorouna =0 % + 7.71 (self capacitance, disc)
h 3 U 6 - -
- d-2a%d/ (4T‘32_a2/2d 4r —— Sphere, a=10cm (Simulated)
q,=2adq /(4d>a?) - 3 . o ] W e Sphere, a=10cm (Theory) |
q,=aq,/2d - -q, - 0 Disc, a=10cm & h=1cm (Simulated)|;
_— i 0 100 200 300 400 500

Distance, d(cm)




Return Path Cap: Benchtop Measurement

« Verification of return path capacitance modeling using
disc with various radius’

(a)
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(a)
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,a?,:f;;‘;";"(m ) = 2.7 cm radius, expt. 30l m m Ex.perimfent )
. g 2.7 cm radius, sim. : - - - Simulation|
™ \ m & S5icntiadiis; BxpL o325 5.5 cm x 2 cm p-controller PCB
o o e . .
= 2t \ 4.5 cm radius, sim. | J o - -
(V] \ ~ \
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U = -~ -~
05 . Tt
o T T T IT T
0.0 |
0 1 1 1 1 1 1
0 0 20 40 60 80 100

Distance (cm) Distance (cm)

SPARC

Lab



Return Path Cap: Wearable Measurement

Measurement Setup using a known C,
Fwd Path
u-Controller Am apc H BLE BLE I~ pC
Board
Transmitter Recelver
RetPath | oy
Al
ce:pt
(a) B open Coo (© 35
1.0 &round 1.4 pF > 36 pF Shorted B Measured Data Points
A, 3.0 |- |[——rFitted Calibration Curve
+ + L 08F ~ 25 Sope:
P :
@ Vi Cr= V, 3 > 1/C,=0.082 (pF)*
o > 20} -
- - U 0.6 >
1" © $> Using this 1/C, and
(0]
C',' N ; 15 taking V, open framaafigaata)
G © 04 in eqn 11, pF
—— £ Lot :
Csetup 2 0.2
;f’ 0.5 (This matches with Cg;,. from eqn 8, with a=3.1cm; 7
Cempt \ disc with same surface area as the p-controller PCB)
oo p_oopen 1 1 1 1 J 0'0 ...............
50 100 150 200 250 300 350 400 0 5 10 15 20 25 30 35 40
Output, Vo, (mV) Cexpt (PF)

« Observation: Capacitance measured: 1.9pF




Experiment 2

Can other humans pick up my signals ?

Ta: PURDUE




Modeling Inter-body Coupling

Capacitive coupling formed between an EQS-HBC user
and an attacker: HBC Leakage/ Inter-Body HBC

Cc
At
r

Transmitter \ Receiver
Ground |
n / \\‘ ﬁgf‘?nd
Sren (7 YA ), \
’ \ ’
! C
|
cG #cBody #C BBBBB CG
Signal i Signal
Return Return
Path Path

Simplified Circuit Model for
for Leakage/ Inter-body EQS-HBC

S C
A4 {}
+ +
@ Vi Cgody=—/ CBody == V, == C|,
I
I

Purpose: Measure capacitive
coupling to a nearby human body

Observation: In EQS regime,
another capacitive division to
another human body




Effect of Inter-body Coupling

C. vs Distance from Maxwell

50

Simplified Circuit Model for
for Leakage/ Inter-body EQS-HBC

(%)
4 _m |

A

\_/

™ 30 + +
= @ Vi Cgroday=— Cgody =/ V, == Cy,
=3 - -
O 207

11 | L

11— 11

10 - CG,Tx CG,Rx
CG Tx CE CG Rx

T T T T T

T T
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Distance (cm)

* |Inference;

Margin between Intra-body signal and Inter-body Signal :
At 1m, C. ~ 20pF, gives an 17.5 dB margin
At 5m, C. ~ 5pF, gives an extra 29.5 dB margin




Experiment 3

Frequency dependence of Inter-Body Leakage

Ta: PURDUE




HFSS modeling

(a) Simulation Setup in HFSS (b) Different regions in the
simulation results

EQS Region l| EM Region i Device Coupling
20 T ' T '
~—_ Intra-body Rx_ P | |
(HBO) Inter-body Rx or I
I _(Attacker) ol |
Flat |
-80 Device

Peaks

Channel Loss (dB)

I
-100 f |
I
120 | |
I
140 b | 40 dB/dec |
| 1
.160 f 20 dB/dec | - 50 Q load
| - Capacitive Load
-180 L " " :
0.1 1 10 100 1000

Frequency (MHz)
* Observation: 20dB/dec slope initially then 40dB/dec for R-term

SPARC

Lab




Wearable Sensitive Measurement Device

(a) Transmitting devices: Handheld
Frequency Generators

50 kHz - TMHz 1 MHz - 20 MHz 24 MHz - 6 GHz

(b) Receiving Device: - (c) Body to Deviice'
Handheld Spectrum Analyzer Coupler

High Frequency
Buffer




Inter-body Coupling Measurements

Measurement setup

in Anechoic Chamber Capacitive EM Region Device
0+ Region | ' Coupling
-50 |
w0 |
o ] |
=] .
E;’ -70 - i :
E _30_- | T Dev é
2 ! | ' Device
OfF | J S -90- i | Peaks
. Inference: ° ' : l |
: . . -100 - | Bod :
« i) Capacitive Region: DC . | Peoak‘{-: |
to ~100 kHz (for height = -110 - : |
180 cm, distance = 2m), 20 120 - | i
dB/decade rising slope U % 100 1000
° II) EM Region: Above ~100 Frequency (MHz)

kHz, rising slope is roughly
40 dB/decade

Preliminary measurements — additional meas ongoing




Experiment 4

MHz-GHz Wearable Channel Model ?

Ta: PURDUE




High Frequency Channel Measurements

_ . (a) Transmitting devices: Handheld
« Pu rpose. Determine Frequency Generators

average path loss in HBC 1 MHz - 20 MHz 24 MHz - 6 GHz
channels from MHz to GHz —

« Observation: Channel
loss is lower for high
Impedance termination by

20dB at 1OMHZ’ and equal (b) Receiving Device: 7 (c) Body to De&ice
around S8OMHz Handheld Spectrum Analyzer Coupler

 |Inference:
 Low-f C-term much
better R-term
« >100MHz gap reduces

High Frequency
Buffer

Tw: PURDUE




Hanging setup for Inter-Device

- —
55 PURDUE SPARC | 5




High Frequency Channel Measurements

Average Path Loss vs Frequency
Preliminary measurements

— & —Buffer
— & —Buffer .
|1 NoBuffer — MmMore meas ongoing
-30 —f—No Buffer &
—¥—Inter-device Coupling P
40 -
-50 —

~ Cap Termination
2 L SRS eIV S SN L S

=70 —

-60

-80

-90

-100

50 Q Termination

Average Path Loss (dB)

- 7 7\
1Y .
\ s
4
_110 L 1 1 | | L L 1 i | 1 1 | | | | 1 i | 1 1 | | | | 1 i
10° 107

Frequency (Hz)




Experiment 5

What about Interference on Human Body ?

Ta: PURDUE




Interference Measurement Setup

« Purpose: Characterization interferences on the
human body in a variety of environments

Grounded
Interference

source. _ |- * Observation: Common low frequency
@ imerference™ interferences: 60Hz, 40-50kHz building lighting,
coupled to the AC charging adapters 100kHz,200kHz

human body
’ —

Interference seen

Wearable
device

Interference
source
with floating
ground




Interference on Body (< 250kHz)

Microcontroller .
Buffer — Buffer — Bluetooth Bluetooth _ FFTin ___Interference

ADC Serializer UART Module Module MATLAB measurements

50

| . . . |

=60 Hz Flickegring light Laptop Chargers

i gg-g? X:4.064e+04 X: 1.2182+05
- Y: 34.63 mX: 6.6572+04 X: 1.1065e+05 10.87 X:2.303e+05
¥ 5.108e+04 Y275 X: 8.13%e+04 Y:2222 M . Y:4.467

0 Y:18.73 n - Wit u ﬁijéEa?ME' X: 2.020e+05 iagsﬁ-ms M

™ Y:-1536 -
[ ]

-60—

SPARC
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Experiment 6

s EQS-HBC safe for Humans?

Ta: PURDUE




HBC Safety Study

Capacitive HBC Galvanic HBC

,&‘)

©
= A
‘ﬂ, fs% v

« Purpose: Determine safety of EQS-HBC and compliance with
standards such as ICNIRP, IEEE, NIOSH

* Observation: Field Limits ~100x lower in EQS range, no change in
vitals on small safety study subjects.

* Inference: Depends on excitation/termination, galvanic excitation
may require current limiting circuitry to be compliant with safety

3 : PURDUE




E-Field Distribution: Capacitive HBC

(a) (b)

to: PURDUE




E-Field Distribution: Galvanic HBC

8- PURDUE




Safety Limits: Electric Field

(a) E Field in Body, Capacitive HBC (b) E Field in Body, Galvanic HBC
""""" S S T - o |
ICNIRP Limit >100x g | - I@ ......................... ’
_10°f 5 a 0 . .
£ T 10} 0"
S
a 102 ¢ - a ]
o 3| v i
] | 2 10 V] 0
L. -4 | ¥ =
107 +
'-” : w105+
Skin* |{ Skin*
10 X O Brain| Brain ||
107 + \ I
Heart Heart
¥ Spine (o Spine||
104 10° 106 10° 104 10 10°
Frequency (Hz) *Skin adjacent to device Frequency (Hz)




Safety Limits: Current Density

(a) 105Current Density in Body, Capacitive HBC (b) mSCurrent Density in Body, Galvanic HBC

Current Density (mA/m?)

- o
103 | e 1  E 1w} 0. -
e o < I,
ICNIRP Limit
10} '>1000X 1 E o llicnime Gimie -
u| >
o G Vi
10 o S 101t G
e
1073 |—— Skin*, Circuit vV 4 T 103 | Skin*, Circuit i
O Skin*, HFSS A\ o O Skin*, HFSS
105] © Brain HFsS | - 1 3 105| © Brain HFsS |y .
Heart, HFSS Heart, HFSS
107 IL_Spine, HFSS O 1o7 LY._Spine HFSS |0 . .
10° 10* 10° 10° 10’ 10° 10°* 10° 10° 10’

Frequency (Hz)

*Skin adjacent to device

Validation through Circuit/FEM simulations

Frequency (Hz)
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Safety Study Experiment Setup

nv) T T a Monitoring Vitals of Test Subject I b) Vital Measurement Equipment
o W = =7} ‘
<2 O 0P
D D
Q T < @ L
% 2 b ‘|
[0} o
o© Q @ o Mindray V12 Q&
3 w = 3 o Monitor 2
D Q o
© Q @ :
S5O0 3 = HBC N
a)" (1} D (7)" = Wearable = [
=) = > '
|
[ 1 2
gl
Slot 1 s
Slot 1| Slot 1
Slot 1 > i - | ; 7 i .\.‘
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< 90 T
o H =
< 85| -+ -+ .
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=
80 .
(@]
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Experiment 7

EQS-HBC Power Consumption
- Lowest energy Body Area Network Possible?

to: PURDUE




EQS-HBC IC: Energy Requirements

« Developed World’s Comparison W|th State of the Art HBC Transceivers
« ~1.5uW @ 10Kbps 1 JBae [ISSCC
* Low-f, Low-loss = 1% J5SC1Z

- - @

— é - \\ ’ e

P e A O \W'Saadeh .
|5 s 5 H Cho. <~ JssGM7 &7
: 8 TSMC 65nm Technology no_ 0.1 E IS§QCf15 )\‘()\ - ’é Ma”:y '!
|= 750m = ; @ o? ’"-:";]"';""i;"CIcc 18"
10 Scan+Test "6 0.01F . A , B P s )\‘3 < ar _!
E 1= RE].]2 = : %V\@K \QQ, Isscc19|| 30x
= S L D EEL IS P Gt AE R A— '
= el i 0.001F -© @ o
5 i o o 0.01 0.1 1 10 100

L . Data Rate (Mbps)
Implication: Opens up order of magnitude more
lifetime of wearable connected patch, maybe energy-harvested




Experiment 8

Applications of EQS-HBC

Ta: PURDUE




Wearable-Wearable EQS Demo

to: PURDUE




Miniaturized Wearable-Machine EQS-HBC

¥
B o i,
Bolr s
2 b

' """ -' PURDUE P/C




This Year (Oct 18 — Sep 19)

Theoretical Model for Return Capacitance
MHz-GHz Measurements and Bio-Physical Modeling

Security Property — Inter-Human Coupling

Conduction Property — Intra-body Loss

Environmental Interference

Human Body Antenna Properties — Wearable Measurement
Safety Analysis

Lowest-Power BAN

N o o o> kD> D

Application Demonstration
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Next Year

1. Excitation — Termination Dependence Channel Model
A. Galvanic
B. In-Body to Out of Body

2. MHz-GHz Measurements and BioPhysical Modeling
A. Conduction Property — analysis and channel-loss database
B. Security Property — Inter Human Coupling ‘in-field’

3. Environmental Interference
A. Human Body Interference Database

4. Optimum Coupler
A. EMregion, Magnetic




Long-Term Societal Needs: Impact of HBC

mm3neural
mplant
- 9 2 Joules

. g‘ Continuous Neural Signal Observation Time
: r 3
E 9 6.00E+03 | 1.66 hours
€ 8 s00e+03
S c Future
'C © 4O00E+03
€ T
= 0O
S ¢ 3.00E+03
c >
-g © 2.00E+03 >100X
< pA SparcLab2017
- @ 1 00E+03
g <1sec
. 0 =
S 0.00E+00 —_— >
NeurOSCIence’ Healthcare’ o g Today's HBC SparcLabBB Future Ultra BB
AR/VR needs Wireless HBC (2017) HBC +Analytics

Secure Information Exchange
around the Human Body! HBC is the solution....
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Publications

a)
1.

b)

Conduction Properties:

S. Maity, K. Mojabe and S. Sen, "Characterization of Human Body Forward Path Loss and
Variability Effects in Voltage-Mode HBC," in IEEE Microwave and Wireless Components Letters,
vol. PP, no. 99, pp. 1-3.

http://ieeexplore.ieee.org/document/8301525/

The results highlight the need for a) high impedance termination for HBC signaling and b) future
research on investigating return path loss. It reports the variation in forward path loss with
excitation/termination modalities, electrode area and pressure

Maity, S., He, M., Nath, M., Das, D., Chatterjee, B., & Sen, S. (2018). BioPhysical Modeling,
Characterization and Optimization of Electro-Quasistatic Human Body Communication. arXiv
preprint arXiv:1805.05200.
https://arxiv.org/abs/1805.05200
Demonstrates the first Bio-Physical
Channel characteristics.

Model explaining Electro-Quasistatic HBC

Shovan Maity, Debayan Das, Baibhab Chatterjee, and Shreyas Sen, "Characterization and
Classification of Human Body Channel as a function of Excitation and Termination Modalities,” in
IEEE Engineering in Medicine and Biology Conference (EMBC 2018)
https://arxiv.org/abs/1805.02492

Demonstrates dependence of different excitation and termination modalities on HBC Channel-
Model and Loss

S. Maity, S. Redford, D.Yang, D. Das, B. Chatterjee, S. Sen, " BodyWire: Enabling New Interaction
Modalities by Communicating Strictly During Touch using Human Body Communication " submitted
to CHI 2019

Demonstrates how Electro-Quasistatic HBC enables Communication ‘strictly” during Touch.

Security Properties:

D. Das, S. Maity, B. Chatterjee, and S. Sen, "Enabling Covert Body Area Network using Electro-
Quasistatic Human Body Communication” submitted to Nature Scientific Reports (major
revision)

c) Applications:

6.

S. Maity, B. Chatterjee, G. Chang and S. Sen, "A 6.3p]/b 30Mbps -30dB SIR-tolerant Broadband
Interference-Robust Human Body Communication Transceiver using Time Domain Signal-
Interference Separation,” in IEEE Custom Integrated Circuits Conference (CICC 2018)
https://ieeexplore.ieee.org/document/8357033

Demonstrates World's lowest-energy Body-Area Network IC, utilizing Human Body
Communication

S. Maity, D. Das and S. Sen, "Wearable health monitoring using capacitive voltage-mode Human
Body Communication,” 2017 39th Annual International Conference of the IEEE Engineering in
Medicine and Biology Society (EMBC), Seogwipo, 2017, pp. 1-4.
http://ieeexplore.ieee.org/document/8036748

Demonstrates a HBC based BAN for Wearable Health Monitoring

3. 5. Maity, D. Das, X. Jiang and S. Sen, "Secure Human-Internet using dynamic Human Body
Communication,” 2017 IEEE/ACM International Symposium on Low Power Electronics and
Design (ISLPED), Taipei, 2017, pp. 1-6.

http://ieeexplore.ieee.org/document/8009190/

Demonstrates World’s first Inter-Human Information exchange

D. Das, S. Maity, B. Chatterjee, and S. Sen, “In-field Remote Fingerprint Authentication using
Human Body Communication and On-Hub Analytics,” Engineering in Medicine and Biology
Conference EMBC, July 2018.

https://arxiv.org/abs/1804.10278
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Publications

a)
1.

b)

Conduction Properties:

S. Maity, K. Mojabe and S. Sen, "Characterization of Human Body Forward Path Loss and
Variability Effects in Voltage-Mode HBC," in IEEE Microwave and Wireless Components Letters,
vol. PP, no. 99, pp. 1-3.

http://ieeexplore.ieee.org/document/8301525/

The results highlight the need for a) high impedance termination for HBC signaling and b) future
research on investigating return path loss. It reports the variation in forward path loss with
excitation/termination modalities, electrode area and pressure

Maity, S., He, M., Nath, M., Das, D., Chatterjee, B., & Sen, S. (2018). BioPhysical Modeling,
Characterization and Optimization of Electro-Quasistatic Human Body Communication. arXiv
preprint arXiv:1805.05200.
https://arxiv.org/abs/1805.05200
Demonstrates the first Bio-Physical
Channel characteristics.

Model explaining Electro-Quasistatic HBC

Shovan Maity, Debayan Das, Baibhab Chatterjee, and Shreyas Sen, "Characterization and
Classification of Human Body Channel as a function of Excitation and Termination Modalities,” in
IEEE Engineering in Medicine and Biology Conference (EMBC 2018)
https://arxiv.org/abs/1805.02492

Demonstrates dependence of different excitation and termination modalities on HBC Channel-
Model and Loss

S. Maity, S. Redford, D.Yang, D. Das, B. Chatterjee, S. Sen, " BodyWire: Enabling New Interaction
Modalities by Communicating Strictly During Touch using Human Body Communication " submitted
to CHI 2019

Demonstrates how Electro-Quasistatic HBC enables Communication ‘strictly” during Touch.

Security Properties:

D. Das, S. Maity, B. Chatterjee, and S. Sen, "Enabling Covert Body Area Network using Electro-
Quasistatic Human Body Communication” submitted to Nature Scientific Reports (major
revision)

c) Applications:

6.

S. Maity, B. Chatterjee, G. Chang and S. Sen, "A 6.3p]/b 30Mbps -30dB SIR-tolerant Broadband
Interference-Robust Human Body Communication Transceiver using Time Domain Signal-
Interference Separation,” in IEEE Custom Integrated Circuits Conference (CICC 2018)
https://ieeexplore.ieee.org/document/8357033

Demonstrates World's lowest-energy Body-Area Network IC, utilizing Human Body
Communication

S. Maity, D. Das and S. Sen, "Wearable health monitoring using capacitive voltage-mode Human
Body Communication,” 2017 39th Annual International Conference of the IEEE Engineering in
Medicine and Biology Society (EMBC), Seogwipo, 2017, pp. 1-4.
http://ieeexplore.ieee.org/document/8036748

Demonstrates a HBC based BAN for Wearable Health Monitoring

3. 5. Maity, D. Das, X. Jiang and S. Sen, "Secure Human-Internet using dynamic Human Body
Communication,” 2017 IEEE/ACM International Symposium on Low Power Electronics and
Design (ISLPED), Taipei, 2017, pp. 1-6.

http://ieeexplore.ieee.org/document/8009190/

Demonstrates World’s first Inter-Human Information exchange

D. Das, S. Maity, B. Chatterjee, and S. Sen, “In-field Remote Fingerprint Authentication using
Human Body Communication and On-Hub Analytics,” Engineering in Medicine and Biology
Conference EMBC, July 2018.

https://arxiv.org/abs/1804.10278
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Wearable-Wearable Channel Loss

« Channel measurements on multiple subjects at different

times of day

 Fully mobile setup enabling new studies

Measurement Setup
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Dependence on Posture
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Dependence on Environment
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