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Learning Objectives

1. Recognize the unique attributes of
human genetic data, and the importance
of protecting it, particularly collected
from DoD-affiliated personnel.

. ldentify the risks associated with
collection, transfer, and storage of
human genomic data.

. Understand scaled mitigation strategies
and current era controls to protect
genomic data in DoD-supported human
research.
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Genetic data is not anonymous, but it is exceptional.

NIST IR 8432, DEC 2023
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Risks involved with access to human genetic information

Annual number of data compromises and individuals impacted in the United States

. , from 2005 to 2023
= National Security Concerns e

=" Bio-Economic Concerns 205
" Personal Privacy Concerns E 250107
E 2,227.85
= Discrimination and : 25,4
. 5 1506
Reputational Concerns : o AN
f : 656 662 s ERLY ?85A%5“/

498

— - 419 447 471.23 42214
sl /\gze'ﬁ’\/_’ o5 298.08

157 -y 169.1 164.68
! 2 7 35,7 162 228 173 91.98 85.61 6.6

> These risks exist without o
biosecurity breaches but are

S ,13(53 & ST rb‘q\n: B P NI S S G ¢
increased with data breaches
== Data compromises =@= Number of records exposed in millions Individuals impacted in millions
and bad actors.

Source Additional Information:
Statista 2024 mpacted may oo bevond the Unit Stale

Ani Petrosynan, Statista, 12 Feb 2024, Number of data breaches and victims U.S. 2023 | Statista
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Great Power Competition
THE WHITE HOUSE Administration  Priorities  The Record  Briefing it
¢ HOMELAND SECURITY About Subcommittees Hearings Media Legislation & Nominations Library Contact

FEBRUARY 28, 2024

Executive Order on Preventing Access
to Americans’ Bulk Sensitive Personal
Data and United States Government-
Related Data by Countries of Concern

[ » BRIEFING ROOM + PRESIDENTIAL ACTIONS

“The continuing effort of certain countries of concern to
access Americans’ sensitive personal data and United
States Government-related data constitutes an unusual
and extraordinary threat, [...], to the national security
[...]. Access to Americans’ bulk sensitive personal data
[...] increases the ability of countries of concern to
engage in a wide range of malicious activities.”

*GOVERNMENTAL AFFAIRS

Media | Majority News

FRIDAY, DECEMBER 8, 2023

PETERS INTRODUCES BILL TO PROTECT
AMERICAN GENETIC DATA FROM
FOREIGN ADVERSARIES

WASHINGTON, D.C. - U.S. Senator Gary Peters (D-MI), Chairman of the Homeland Security and Governmental Affairs
Committee, infroduced legislation to combat the ability of foreign adversaries to steal American genetic data and personal health
information. The bill would prevent biotechnology companies, such as the BGI Group (BGI), that have significant ties to foreign
adversaries, such as the Chinese Communist Party, from accessing American genetic data and personal health information by
creating a comprehensive process to identify companies with business practices that pose a threat to U.S. national security. The bill
would also ban companies that are identified as national security risks from receiving taxpayer dollars through federal government
contracts.
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Individual Level Risks

= Discrimination

o Genetic Information Nondiscrimination Act (GINA) has limitations

= |dentity theft

= Reputation, black mail, extortion (Who do you not want to know if you have APOE4 gene?)

Risks Amplified for DoD-affiliated Personnel

" |n 2019 Dept of Defense warned military members about
Direct-to-Consumer genetic testing and associated risks:

o Targeted bio-weapons, compromised operational
security (identity of special operators/covert
missions/family)

= NDAA FY2024: Dept of Defense to consider policy/ethical
implications of Army research showing genetic pre-
disposition to post traumatic stress disorder (PTSD).

OFFICE OF THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-1000

DEC 20 2019
MEMORANDUM FOR: SEE DISTRIBUTION

SUBJECT: Direct-to-Consumer Genetic Testing Advisory for Military Members

[t has come to the attention of the DoD that some direct-to-consumer (DTC) genetic
testing companies are encouraging Dol personnel to purchase genetic ancestry and health
information through the offering of military discounts or other incentives. These DTC genetic
tests are largely unregulaled and could expose personal and genetic information, and potentially
create unintended secunty consequences and increased nisk to the joint force and mission.
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Scalability of Risk Mitigation for DoD Personnel
%"

Low Sample Size, Specificity, Nature High
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Mitigation Strategies — Administrative

Key Regulations
DoDI 3216.02

o Security Review

o HHS Certificate of Confidentiality
GINA

o Limited Protection for Military
32 CFR 219 “DoD Common Rule”
HIPAA

Standards
NIST Cybersecurity/Privacy Framework

Institutional Policy

Utilize Data Sharing Agreements
Contractual terms data ownership/security
Limit access and redact sensitive data
Informed Consent Documents
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Mitigation Strategies — Physical

v’ Secured Laboratories |

| v Restricted Access

| v Supervised Access

4@)J". |V CACEnabled Protection

&  |v Additional Passwords
~ ¥ Access Logs
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Mitigation Strategies - Technical/Cyber

External/removable media
An attack executed from removable
media or a peripheral device

Impersonation/spoofing

An attack involving replacement of
legitimate content/services with a
malicious substitute

Improper usage
Any incident resulting from viclation of
an crganization's acceptable usage
policies by an authorized user that is
not reported as part of anocther threat
vector category

m)
Q

— <1%

LAY
- | =

Federal agencies reported 30,659 information security incidents in fiscal year 2022

——

Otherfunknown

An attack method does not fitinto o
any other vector or cause of attack
is unidentified

Sources. United Slates Computer Dmaergency Readiness Team (dala), lovemaskstock adobe_com (icons). | GAO-24-106291

<1% Multiple attack vectors (L ?
An attack that uses two or more of the attack —
types in combination O _
< 1% — Attrition o— & ¢

An attack that employs brute force methods to compromise,
degrade, or destroy systems, networks, or services

Loss or theft of equipment

The loss or theft of a computing device ar
media used by the organization

Web

An attack executed from a website
8% or web-based application

Email/phishing
An attack executed via an email
message or attachment

i T
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Mitigation Strategies - Technical/Cyber I N
metadata repositony g g
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« : : .. . ANALYTICAL i
Data flow diagram of a generalized genetic information et s s
system and the accompanying threat landscape. DA Ty iiv. (Dt bk
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Genetic information systems are cyber-physical systems i Sa— contoler

divided into three phases with people interacting with =5 [ Cloudsenios | | Lol

| PHBFLR r e | BPELE

— i Comp | sarver ol | i
system components throughout. [....] e ) e
4" Data
Bloinfarmatic Pipeline
Every system component and stakeholder are =2 B E—— P
vulnerable to exploitation via the attack vectors = — =% Benomeics | v | osabases | |
recessed data
denoted by red letters. Figure modified from Fayans et
al. (2020) with permissions.” (Schumacher, G 2020) " Regulatos
POST-ANALYTICAL
Integration BLA Results BLR Dissemination ®
with metadata imerpretation & application &
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Mitigation Strategies - Technical/Cyber

= Review carefully data flow from collection, to transmission and usage, to
disposition and identify the many technical compromise risks as the data

flows.

= Get an IT security and/or bioinformatics expert in the review process.

e Encryption/Cryptographic solutions

e Laws and frameworks for IT systems

e Genomic data governance for IT systems
e |dentification and authentication controls
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Summary/Conclusion

= Genetic information IS exceptional, particularly to military personnel and mission.

= Risks range from national security, bio-economy, to individual privacy concerns.

= |n DoD-supported research, must carefully consider mitigation strategies including administrative

controls, physical and technical/cyber controls—scale strategy to risk level. When DoD-affiliated
genetic data is involved, higher risk requires tighter mitigation.

“What a 5,700-Year-Old Piece of Gum Reveals About Its Chewer”

1cm

Permission granted: Photo by Theis Jensen, Wired, 17 Dec 2019.
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