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Problem Statement 

• Goal: Detect and identify faults and attacks from diverse 

multi-resolution dynamic data in a power infrastruture. 

 

 

0 1 2 3 4 5 6 7 8 9

x 10
4

0

1000

2000

3000

4000

5000

6000

7000

8000

Second

W
a
tt

s

(Res: 1 sec) 

Smart Meter (Consumer) 

0 2000 4000 6000 8000 10000
0

1

2

3

4

5

6

7

Samples

M
W

 /
 M

V
A

R

(Res: 1 min) 

P 

Q 

Substation (Distribution) 

0 500 1000 1500 2000
0

50

100

150

200

Samples

$
 /

 M
W

h

(Res: 5 min) 

0 1000 2000 3000 4000 5000 6000 7000
-100

0

100

200

300

400

Samples
k
W

Solar Panel (Consumer) 

(Res: ~1 min) 

Market (Transmission) 

Feeder 1224 (12 kV) 

Hunter Substation 

Smart 
Meter 

(69 kV) 

> 5000 Nodes 



Hamed Mohsenian-Rad Dynamic Big Data Analysis in Power Infrastructure UC Riverside 2 / 9 

Problem Statement 

𝑥 = 𝑓 𝑥, 𝑢  
 

𝑦 = 𝑔(𝑥, 𝑢) 
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• Goal: Detect and identify faults and attacks from diverse 

multi-resolution dynamic data in a power infrastruture. 
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Problem Statement 

𝑥 = 𝑓 𝑥, 𝑢  
 

𝑦 = 𝑔(𝑥, 𝑢) 

Generation Level 

Load Level 

• Goal: Detect and identify faults and attacks from diverse 

multi-resolution dynamic data in a power infrastruture. 
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Problem Statement 

Generation Level 

Positive Feedback 

Fault 
 

Attack [DeMarco 1996, Pasqualetti 2012, etc.] 
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• Goal: Detect and identify faults and attacks from diverse 

multi-resolution dynamic data in a power infrastruture. 
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Problem Statement 

Positive Feedback 
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Attack [Mohsenian-Rad 2010, Marnerides 2014, Amini 2015, etc.] 
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multi-resolution dynamic data in a power infrastruture. 
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Research Challenges 

• Problem 1: Detection 
Monitor 1 

Monitor 2 

Interconnected System 
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Research Challenges 

Location 1 Machine Learning 
Control Theory 
Power Systems 
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• Problem 2: Identification (Recall > 5000 nodes, etc.) 
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Project Planning 

• Parallel Research Efforts: 

 

• Task 1: Problem Formulation 

 

• Task 2: Designing Detection / Monitoring Tools 

 

• Task 3: Designing Identification Tools 

 

• Additional Task:  

 

– Developing Proper [Hierarchical] Simulation and Testing Tools  
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Thank You! 

E-mail: hamed@ece.ucr.edu 

Web: www.ece.ucr.edu/~hamed 

Research Plan 
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