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The Islamic State of Irag

and Al-Sham and
Its Urban Warfare Tactics

By Ihsan Gunduz

Introduction

The origin of the Islamic State of Irag and al-Sham (ISIS) can be traced back to the
establishment of al-Qaeda in Iraq in 2004 by Abu Musab al-Zargawi. In 2006 Zargawi was Killed
by a United States military air strike, and shortly thereafter the Islamic State of Iraq (ISI) was
formed under the leadership of Abu Omar al-Baghdadi. In 2010 al-Baghdadi resumed the
leadership of ISI. Three years later I1SI stretched into Syria, renaming itself ISIS.
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Unlike other violent extremist groups, ISIS has been holding territories in both Syria and Iraq,
especially large cities such as Ramadi, Mosul, Fallujah, Deir ez-Zor, and Raqga, evolving into a
hybrid violent organization that utilizes terrorist tactics, urban guerilla warfare, and conventional
warfare.! It uses internal centralized lines of communication, retains extensive military
capabilities, commands infrastructure, funds itself, and engages in sophisticated military tactics.
Even though ISIS operates thousands of miles away, it still poses a threat to the United States. If
not contained, the group could mobilize individuals sympathetic to its cause to stage attacks on
U.S. soil.

As a terrorist organization that holds territories and claims to be a state, ISIS represents a newer
form of terrorist group. Therefore, its tactical strategies will define or provide clues about how
future wars with such groups may be fought. As such, we may be able to derive lessons on how

to prepare for future urban warfare against these types of groups.

The Four Major Tactics that Contributed to ISIS’s Expansion

The main ISIS tactics in urban environments include utilizing different types of explosives,
using snipers, fortifying its terrains with hardened defenses, and diverting the attention of
counteroffensive attacks against its strongholds by attacking other regions or misleading them.

The following is a discussion of these tactics.

The Use of Explosives (IEDs, VBIEDs, Booby Traps and Landmines)

ISIS has been utilizing explosives, including improvised explosive devices (IED), [suicide]
vehicle borne improvised explosive devices (VBIED or SVBIEDs), booby traps, and landmines
to stage attacks on cities in Irag and Syria or to defend the terrain it controls. The use of explosives
has been a major offensive and defensive tactic of ISIS to stage attacks on urban centers. The
most commonly used explosives have been IEDs, VBIEDs, and booby traps utilizing a variety of
explosive materials, and landmines. Compared to previous years, it seems to be evolving towards
the use of explosives that are less costly and risky (in human and financial terms) to its militants.
The increase in the usage of VBIEDSs, IEDs, tunnels, and snipers is an indicator of this trend,
which seems to be greater in urban terrain in which ISIS does not have enough support to stage

more targeted and localized attacks. When there is a rise in the usage of explosives in an area, it
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usually is a prelude to an attempt to take it over. Once it is under the control of ISIS, it seems
the area reaches relative stability. Whether or not this tactic has been working for ISIS to gain
grassroots support is debatable; however, it has been a pattern of the attacks on urban centers.
As is the case with many of its tactics, ISIS inherited the use of IEDs from al-Qaeda in Iraq
as an urban warfare tactic to stage attacks in city centers in Iraq and Syria against civilians, lraqi
armed forces, Shia militias, Syrian armed forces and the other non-state actors. Jonah Leff of
Conflict Armament Research stated, “Islamic State forces are producing and deploying IEDs on
an industrial scale that is
unprecedented in comparison
to other IED-affected conflict
arenas.”? In an interview,
Lieutenant General John
Johnson, Head of the
Pentagon’s Joint IED Defeat
Organization (JIEDDO),

stated that “most of these

violent extremist networks “Ammunition rigged for an IED discovered by Iragi police in Baghdad in November
2005,”
[SUCh as ISIS] use IEDs as https://en.wikipedia.org/wiki/Improvised explosive device#/media/File:lED Baghdad
from munitions.jpg, Public Domain.

the principal weapon to try to
achieve their goals."®
Most recently IEDs have been used for both offensive and defensive purposes.* As anti-

ISIS forces in Iraq and Syria have been staging attacks against ISIS to clear the militants out of
territories and the supply routes they control, ISIS has planted IEDs alongside roads and placed
them in the cities or terrain for defense to slow down anti-ISIS forces. For instance, in September
2014, when ISIS was retreating from Erbil, the capital of the Kurdistan Regional Government, it
planted several IEDs alongside the highway between Erbil and Mosul, turning the highway into a
death trap.® Likewise, On 1 April 2015 Iraqgi federal police told CNN that they had dismantled
hundreds of IEDs after taking over Tikrit. When Iraqgi forces and Shia Popular Mobilization
Units, with the help of Iranian advisors, staged an offensive against ISIS in Tikrit in March 2015,
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they had to dismantle a number of IEDs concealed across the city.®Despite the preventive

measures taken by Iraqi forces to minimize casualties, a number of IEDs went off, killing several
soldiers.” Additionally, Arwa Damon of CNN, reporting from Tikrit, said she heard at least 16
explosions.® IEDs were one of the offensive tactics of ISIS during the battle for the Syrian
Kurdish city of Kobané as well.® Planting IEDs has given ISIS militants retreating from urban
terrain or villages more time to implement their exit strategy while inflicting casualties on anti-
ISIS forces and civilians.

In addition to IEDs, VBIEDs and SVBIEDS have been a signature tactic of staging
attacks since 2012 in Iraq and 2013 in Syria. According to a report published by the Institute for
the Study of War (ISW) in 2014, even though the number of these types of attacks decreased in
some regions in Iraq, they have increased in other areas.'® Open-source reporting indicates a
rising trend in these types of attacks.

The increase in the usage of VBIEDs since the ISIS takeover of major Iragi and Syrian
cities seems to be continuing into the summer of 2015. It seems that the numbers of VBIEDs
attacks are higher in urban areas in which ISIS does not have enough local support in the form of
sleeper cells that can emerge at critical moments, as it was evident in the attack on Ramadi.!
While in the first months of 2015 most attacks were directed toward Anbar and Salahaddin
Provinces, since April the target of most attacks has been Baghdad and its environs. For instance,
on 3 May 2015 a VBIED was detonated in the al-Karrada neighborhood of Baghdad killing 15
and injuring at least 51 people.*? Since 20 March 2015 ISIS has conducted at least three
SVBIED attacks against the Kurdish neighborhoods of Hasaka, in Syria.*® Similarly, on 8 May
VBIEDs detonated in Baquba, the capital of Diyala Province, killing two and damaging the area.

In recent months (from the last week of April and throughout May 2015) the pattern of ISIS
attacks on urban centers and checkpoints has been SVBIED explosions followed by the
militants entering the area and taking control. For example, ISIS detonated 30 VBIEDs in the
center of Ramadi before it seized the city.** On condition of anonymity, a senior State
Department official told reporters that an armored ISIS bulldozer plowed through barricades

lining the city's critical government buildings to open access for VBIEDs to the city center,

adding that the same bulldozer was later used as a powerful VBIED as wel] 1519 Additionally,
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on 26 April ISIS militants took control of several regime positions south of Hasaka Province
after launching at least two SVBIEDs. Likewise, from 6-10 May ISIS detonated SVBIEDs in
several areas in Syria, including three attempts on the regime-held Kuweiris Military Airbase
east of Aleppo and one attempt on a regime checkpoint southeast of Deir ez-Zour. In
Homs ISIS claimed responsibility for an SVBIED attack on a lounge frequented by pro-regime
fighters. It also had a failed attempt in staging an attack in Hasaka.

ISIS has been booby trapping open terrain and buildings with IEDs (landmines®® and
homemade explosives), posing a grave danger to civilians and security forces in Iraq and Syria.
For example, on 3 May 2015 in Kobané, a landmine planted by ISIS before it retreated from the
city exploded, injuring a 15-year old, and killing a five-year old.}” Their booby traps and
landmines have stalled the Iraqi security force offensives against ISIS militants in several areas
and have been utilized to hold on to terrain they have gained control of. This was evident in the
Tikrit offensive®® and in the fight in Anbar province.'® Entering buildings in Tikrit, Iraqi forces
were cautious avoid tripping any wired explosives. They found vehicles laden with explosives
and buildings that were booby trapped. Likewise, in Kobangé, ISIS militants planted mines and
booby trapped the city in the wake of their retreat to slow down the Kurdish People’s Protection
Units (YPG), Kurdish Women’s Protection Units (YPJ), and Peshmerga forces that were in

pursuit.?°

The Use of Snipers

ISIS has strategically been placing snipers to defend its strongholds and to stage attacks on
the new terrain in lIrag and Syria. Several news agencies have reported that ISIS has been
increasingly recruiting, training, and using snipers across Iraq and Syria. According to a 2014
ISW report, there was a dramatic increase in the use of snipers in 2013 as compared with the
previous year. For example, in the Iragi province of Diyala snipers were used 4 times in 2012,
compared to 29 times in 2013.2* Observations from Turkish-, Kurdish-, and English-language open
sources suggest that the numbers might continue to increase.?? In September 2014 Turkish
authorities captured 42 sniper binoculars in the Turkish- Syrian border town of Hatay.? Given

the proximity of Hatay to ISIS-held areas in Syria, it is thought that they were en-route to
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ISIS territory. In December 2014 an ISIS militant was photographed aiming a 10-foot long
sniper rifle in Kobang;? this weapon can fire 23mm caliber bullets and is very effective against
lightly armored vehicles.?® In January 2015 ISIS released some photographs, claiming that it had

established a sniper battalion.?

Fortifying Terrain (Trenches, Tunnels and the use of Human Shields)

ISIS has fortified the terrain with hardened defenses to counter anti-ISIS force offensives
against the areas it holds and to counter the mobility of civilians in the terrain it controls. This
includes trenches, tunnels, and civilian human shields, the latter possibly as its ultimate defensive
strategy. Additionally, the tunnels are sometimes used to stage attacks.

Trenches are dug to defend the urban areas against possible attacks from Iraqi security forces
and the Kurdish Peshmerga in Iraqg, as well as non-state armed actors. In some cases, trenches
have been used to defend against air strikes by burning crude oil in them and creating a dark cloud
that would provide cover for the ISIS militants. For instance, Turkish-language newspaper
Milliyet, pro-Kurdish Turkish-language news site Nerinaazad, and English-language al-Monitor
reported that ISIS had excavated approximately 2-meter-wide and 1.5-meter-deep trenches
around Mosul in preparation for a possible attack by Kurdish and Iraqi forces to retake the city
from IS1S.2” Additionally, ISIS has been digging trenches in Syria around the cities or around
the defense lines. It started this type of reinforcement around Abu Kamal in January 2015 and has
expanded this defense fortification to other cities, including Ragga and al-Mayadin.?® ISIS
militants have dug out a trench in Deir ez-Zour, extending from the Bogrus Desert to the al-
Tayyarat area in the al-Mayadin Desert in the eastern countryside. The trench is about 15-km
long, and ISIS may try to link this trench with the city of al-Bokamal.?® ISIS also excavated a
network of trenches around Dabig.*°

Frontline Peshmerga commanders have reported that ISIS has excavated a 500-km long trench
from Shingal to Kirkuk to create a defense line against Peshmerga attacks. International coalition
airstrikes and Peshmerga attacks have prevented ISIS attempts to construct the security trenches
with bulldozers in the areas close to the Kurdistan region.®! However, ISIS militants have

excavated a number of trenches around Mosul, naming it the “Caliphate Wall.”32



ISIS has been excavating tunnels to blow up buildings, security checkpoints, and other targets,
as well as to move weapons and avoid detection by U.S.-led airstrikes in Irag and Syria. U.S.
officials stated that ISIS has been building a network of bunkers, trenches and tunnels in
Irag.>® These tunnels are used in attacks on Ramadi. On 11 March 2015 ISIS militants detonated a
bomb in an 800-foot-long tunnel under an Iragi Army headquarters, killing an estimated 22
people. Another tunnel bomb was discharged against Iragi Security Forces on 15 March.®*
Additionally, in March 2015 NBC News and Nerinaazad reported that ISIS militants had dug
a mile-long tunnel under army headquarters in Irag’s Anbar Province and detonated IEDs under
the base, killing at least 40 Iragi soldiers.®

ISIS militants have used tunnels for deployment between the villages of Sere Kaniye in Hasaka
to combat Kurdish fighters.® ISIS also excavated tunnels in Kobané after its strategy of using
VBIEDs, IEDs, landmines, and booby traps did not work. However, the offensive use of tunnels
did not secure a victory in Kobané.

It seems using civilians as human shields might be ISIS’s ultimate defense against airstrikes,
having already adapted this tactic against U.S.-led air strikes in northern and eastern Syria.3” Al-
Monitor reported that civilians in Mosul have been trying to find ways to escape the city; however,
ISIS has placed a ban on leaving the city.®® For example, Khalid Yunus, a travel agency manager,
told al-Monitor that ISIS ordered all the travel agencies to close their businesses, and that the
only people allowed to leave the city with permission from ISIS were patients unable to find
treatment there.®® The militant group might be planning to use Mosul’s 1.5 million residents as
human shields against a possible offensive by the Iragi Security Forces and Peshmerga.

The militants have raised their flags on civilian buildings to create confusion and to blend in
among citizens in the cities they control.“° It is likely that ISIS intends to use civilian casualties
to its advantage in case of offensives against the cities it currently controls. Already marginalized
by former Iraqgi Prime Minister Maliki’s policies, those victimized civilians will likely support

ISIS if the airstrikes or offensive ground operations cause civilian casualties.

Diversionary War Tactics

ISIS has been utilizing diversionary war tactics when it comes under attack. By staging new



attacks in a different area, it is able to avoid high causalities in the original location. Thus, it may
retreat from one area, but capture another one, which allows it to maintain its offensive
momentum, even in the face of retreat.

ISIS has perfected the mixed signals of diversionary tactics to mislead opposing forces about
its intentions. Such tactics replicate efforts to distract opponents from a main target. The group
has demonstrated that it has the ability to organize complex operations to seize control of urban
terrain. Putting pressure on ISIS in one city or area at a time causes the group to direct its attention
to other regions, rather than endure significant losses. Its behaviors and attacks leading up to the
takeover of Mosul seem to reflect diversionary tactics to distract the Iraqi government from the
real target. When ISIS prepared to attack Ramadi, it also staged attacks around Baiji and
Baghdad and its vicinity to deter and delay reinforcement of Ramadi by the lIraqi Security
Forces.*

A series of ISIS defeats in Irag and the Kurdish region of Syria in early 2015 has
redirected the group’s focus to seek an alternative to its war effort in order to reestablish an
image of military strength and rapid territorial gain. Thus, in April 2015 it escalated its attacks
into central and western Syria in cities such as Hama, Homs, and Yarmouk.*?

When ISIS is outnumbered in one region, it appears to counter the offensive by using booby
traps, landmines, and IEDs along the possible routes of the offensive to slow down the attack
and redeploy its fighters to other regions to gain more territory while diverting all the attention
of the anti-ISIS forces to that area. For example, ISIS deployed its militants to Central and Western
Syria in March during the Tikrit offensive in Iraq and during the YPG/YPJ offensive against ISIS
in the Rojava region of northeastern Syria. Similarly, when Peshmerga and Iragi Security
Forces staged an offensive to clear ISIS out of the lIragi city of Jalula- Saadiyah®in

November 2014, ISIS secretly deployed its fighters to occupy towns by the Hamrin Dam.*

A New Age of Warfare: Hybrid Warfare and the Resulting Sophistication of Tactics
ISIS poses a serious threat to the security of the Middle East, and it seems likely that threat
will remain so due to the lack of an effective strategy to combat this violent extremist group
Military and intelligence officers of the former Baath regime have been employed to provide
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tactical strategies for ISIS operations.*> Additionally, it has been refining its tactics as it gains more
combat experience, demonstrating increasing sophistication on the battlefield, as was evident in
the fall of Ramadi. Given the above analysis regarding ISIS’s tactics, two major factors should
be taken into consideration: the hybridization of tactics*® and the resulting sophistication of ISIS
tactics.

Hybrid warfare employs a combination of conventional and irregular tactics to turn the
evolving conditions of the battlefield to one’s own advantage. ISIS has transformed into an
organization that hybridizes three types of tactics: terror,*” guerilla, and conventional. These
tactics and the devices that are employed are not necessarily used separately, but rather, in most
cases, they are combined.

Terrorist Tactics

ISIS has been relying on terrorist tactics to attack civilians, intimidate security forces, and instill
fear into Iraqis and Syrians. It has increased its IED and VBIED attacks in Baghdad and its vicinity
against mostly Shia civilians since 2013 to initiate sectarian violence. Employing this tactic
poses a critical challenge to security forces as they attempt to clear ISIS out of the cities it holds.
The group uses terrorism to degrade anti-1SIS forces and horrify civilians before it engages in
conventional military tactics to take over the urban terrain. ISIS terror tactics, booby trapped
buildings, IEDs, and VBIEDs were used in the Tikrit offensive to slow down Iragi Security
Forces and Shia Mobilization Units and to terrorize civilians. Furthermore, beheadings, summary
executions, kidnappings, amputations, and crucifixions have predominantly been ISIS terror

tactics, making it the most feared terrorist group in the region.

Guerrilla Warfare Tactics

ISIS has employed guerilla warfare tactics, using explosives, including IEDs and VBIEDs
asymmetrically, to disrupt and degrade security forces and to mobilize civilians for support.
It has used guerilla tactics where it has weaker fighting capabilities against security forces.
Using guerrilla warfare tactics, ISIS militants have turned Iragi and Syrian cities they hold into
a labyrinth of homemade IEDs and booby-trapped buildings. They are also using snipers to

counter any offensive against them. For example, in the Kurdistan region of Iraq, ISIS has
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employed guerilla tactics to stage attacks with IEDs and VBIEDs against the Peshmerga forces.
On 12 April 2015 Peshmerga forces destroyed an ISIS VBIED attempting to target them.*®
In late 2013 ISIS made a tactical shift from terrorism against civilians to guerilla attacks against
local security forces for territorial control. The wave of IED attacks on the houses of security
personnel in Mosul, southern Ninewa, northern Ninewa, northern Diyala and Jurf al- Sakhar,
southwest of Baghdad, were a signature of this tactical shift.

Conventional Warfare Tactics

Conventional warfare is fought between states with mobilization of their military forces and
advanced military hardware. With the claim of statehood and territorial take over, ISIS has
employed conventional warfare tactics of fighting ground battles against Iragi security forces and
Kurdish Peshmergas in order to destroy their fighting capabilities and to expand ISIS territories.
ISIS has settled in cities such as Mosul, Ragga, and Fallujah, the control of which helps it to
increase its combat capability against any offensive. Over the course of the past four years, as
ISIS recruited more officers of the former Baath regime, took control of the cities, and captured
more military hardware, it has gained the ability to conduct conventional military operations
against security forces, outperforming the Iragi Army in many battles since January 2014 in
Mosul, Fallujah, and, most recently, Ramadi. Throughout 2014 ISIS predominantly tried to
implement more conventional warfare tactics than hybrid operations until facing fierce resistance
and defeat in Kobané.

While ISIS has adopted these types of warfare tactics, it has employed the available
resources of its military hardware in a complex manner unlike other terrorist groups. The utilization
of sophisticated military tactics manifested more prominently in the attack on Ramadi. ISIS
battlefield performance there provided the most recent example of the complexity of its tactics,
from the deployment of fighters to the utilization of different types of military hardware. It
deployed its fighters to Ramadi in smaller groups, numbering two or three. For operational
security purposes it silenced its social media and minimized the usage of cell phones. It converted
the available military hardware into mega bombs to increase its battlefield effectiveness and
used bulldozers to destroy Iraqi Security Forces’ defensive lines of concrete walls, turning them

10



into VBIEDs once the walls had been breached. The tactics and explosives that ISIS used in
Ramadi had evolved into more powerful and effective tools. Iragi Prime Minister al-Abadi
stated that the effect of explosives was like a small nuclear bomb.*° It seems its failure to capture
Kobané has taught ISIS a lesson. While some of these tactics might seem crude, they turn out to
be well calculated and sophisticated.

Experts and local Iragi security soldiers have stated that ISIS has been utilizing its IEDs with
increasing sophistication. They can be made with basic material, such as paint, fertilizer,>® kitchen
pots, and cans. It has also designed IEDs to be detonated via cell phones and timers. An Iragi IED
officer has identified 12 main types of IEDs used by 1S1S.5! However, as anti-ISIS forces defeat
them, ISIS militants modify weapons and tactics accordingly.

The emerging trend in the sophistication of ISIS attacks appears to be a multiphase
planning effort. For example, on 14 May 2015 in Aleppo, ISIS attacked a Free Syrian Army
checkpoint with a variety of explosives. In addition to planting landmines, a VBIED was
detonated in the attack site.>?

ISIS seems adapt its destructive tactics when it runs out of all the exit strategies. For
example, when Kurdish forces cleared ISIS militants from nearly 200 square miles of territory
and seemed to pose a threat to Mosul, ISIS armed SVBIEDs with 14 fuel tanks to stage an attack
on Peshmerga forces.®® Fortunately, those SVBIEDs were destroyed by US-led airstrikes and
Kurdish force antitank missiles before causing any harm.%* These types of attacks indicate that as
ISIS gains more battlefield experience, its tactics evolve into more complex attacks or
employment of combined counteroffensive tactics using snipers, suicide car bombs, heavy
machine guns and mortars. Furthermore, it has utilized booby traps and an elaborate network of

tunnels excavated through houses to avoid anti-1SIS airstrikes and snipers.

Conclusion

Unfolding over the course of successive battles, ISIS tactics have become more complex, more
sophisticated and more calculated. The ongoing Syrian conflict has created a power vacuum,
allowing space there for ISIS to fill, while the weakness of the Iragi central government in dealing

with extremist elements, especially in Sunni majority areas, has given way to ISIS victories.
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Combating ISIS will require a clear understanding of its evolving and increasingly sophisticated
tactics and a comparable and fully measured response. Despite the complexity of its tactics,
unified and well trained armed groups such as the Peshmerga forces of the Kurdistan Regional
Government in Iraq and the YPG/YPJ fighters in the Kurdish inhabited region of Syria have been
able to defeat ISIS in multiple battles in Iraq and Syria. Therefore, while ISIS currently controls
vast swaths of Iraq and Syria, an effective fighting force should be able to clear ISIS militants
from the area it controls.

Beyond all of these tactics, it appears that one thing has changed forever: the way wars will
be fought. Wars will not be fought between conventional armies using conventional tactics, but
rather through an ever-adapting sophisticated hybrid of irregular and conventional warfare fought

in city centers involving non-state actors.
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