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o, Full Spectrum Training Environment (FSTE) Q & A

Question 1: What is the FSTE?
The FSTE is a document that defines the conditions of the opera-

INSIDE THIS ISSUE:

¢ FSTE 1 tional environment (OE) used to build full spectrum operations & sl
(FSO) training scenarios. In this case, the OE consists of four fic-

¢ OE Distance Learn- tional countries (Ariana, Minaria, Atropia, and Gorgas) located in

ing 2 the South Caucasus. The FSTE is comprised of four sections:

1) Strategic Overview; 2) OE variables for all four countries; &

¢ OEA Team 3 3) Events List; and 4) Detailed order of battle for all four countries.
The FSTE provides the user with a discussion of the conditions

e TTP 4 and characteristics of the all four OEs for use in scenario building
and exercise design.

¢ SME Article 6 Question 2: What is an event list?

The event list (Section 3) presents a red event linked to selected variable conditions
within the OE. The event is then linked to specific FSO METL tasks. The list can be
used to help generate events for each exercise and to help highlight the relationship
between variable conditions and possible blue actions.

¢ CTID Products 8

| Question 3: Why a new document?

¥ Based upon the guidance from the CSA and feedback from all the Combat Training
¥ Center (CTC) Commanders, TRADOC G2 was tasked to develop an “OEA-like” product
¥ to support the develop of a FSO common training environment across all CTCs. The
M document will provide a fictional look at four OEs (through the lens of the eight PMESII-
PT variables) and a detailed presentation of a FM/TC 7-100-compliant order of battle.

Question 4: Is it a complete scenario?

.| No. The FSTE is not a scenario. It is a tool to support the development of a scenario.
Each CTC is still responsible for the production of each scenario.

. Question 5: Who are the primary users of the FSTE?

The primary users of the product are the CTCs, power projection platforms, and exer-
cise divisions.

Question 6: When will the FSTE be published?
" The FSTE will be published in February 2011.
8 Question 7: How can | get a copy?

The FSTE will be posted to either AKO or a SharePoint site in February 2011. Specific
site location will be announced in an upcoming RED DIAMOND.
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Operational Environment Distance Learning
Course Released

by Walter Williams

. "' The COE distance learning (dL) course was released and uploaded to the Army Learning
TRISAResident Course-Leavenworth 1o 39ement System (ALMS) server on September 29, 2010. This course is a version of
the resident course taught by TRADOC G2, TRISA-Threats annually at Fort Leavenworth,
Kansas. TRISA-Threats is currently pursuing a maintenance contract with the Army Train-
ing Support Center (ATSC) to update this version to include topics like hybrid threats and
exercise design. The dL version replaces the hard copy training support package (TSP)
that was provided to the CTCs and TRADOC Centers of Excellence (CoE)/Schools for the
training of their respective Observer Controllers and Staff and Faculty.

The principal audience for the course is Staff and Faculty, Observer Controllers at the
CTCs, students, and civilian personnel. TRADOC CoE/Schools can use the COE dL
course to supplement the Army Basic Instructor Course (ABIC) instruction as well as to
certify personnel to be the lead COE trainer at Reserve Component (RC) training loca-
tions. The COE dL course may also be used by the TRADOC CoE/Schools and CTCs to
provide foundational knowledge of the OE as well as to reinforce training and education of
the OE to students and Soldiers. The bottom line is that TRISA-Threats is providing a long
awaited tool to assist trainers and educators in their efforts to provide the best training
and education of their Soldiers, leaders, staff and faculty, students and civilian personnel.

The directions to the course are: Log into AKO. Select Self Service and then select My
Education or My Training. Select ALMS and then select the catalog search tab. Then
type Contemporary Operational Environment or COE in the search block. You must regis-
ter for the training before you begin. Once you have registered for the course, you will
receive an "auto generated email confirming your registration.

The COE dL course does not replace the resident OE Train the Trainer course. The resi-
dent course will continue to be conducted annually. Effective 1 October 2010, the resi-
dent course was renamed the Hybrid Threats Train the Trainer Course of Instruc-
tion (HTT3-COI). Additionally, TRISA-Threats will continue to conduct mobile training
team (MTT) assistance visits as requested. Future versions of the HTT3-COIl and MTTs
will be based upon the assumption that the respective training and education audience
has a foundational knowledge of the OE.
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The following OEA Team products were recently released to support the Army training community. The OEA Team pro-
duces Operational Environment Assessments (OEAs), and threat reports to help provide an understanding and aware-
ness of various OEs and threat actors operating within them.

Suicide Attacks: Pakistan @

08 December 2010

Our newest product, Suicide Attacks: Pakistan was developed to help inform deploying

units, scenario developers, and trainers of the current threat from suicide attacks in
X Pakistan. The report provides a detailed timeline of attacks from January 2010 to the
present. A short description of each attack is provided.

4

Suicide Attacks: Afghanistan is similar in structure and purpose to the Pakistan report.
The report also provides a detailed look at suicide attacks across Afghanistan and dis-
cusses common TTPs. A map of all attacks is provided.

| Suicide Attacks: Afghanistan ®

05 December 2010

4

The newly update OEA Team handbook Threat Actors: Afghanistan, provides an over-
view of threat actors operating in and around Afghanistan. The handbook focuses on
insurgent, criminal and terrorist organizations currently active in the OE. Each group’s
origins, structure, and common TTP are presented.

4

I The Caucasus Emirate threat report presents a discussion of the emerging threat of a
| unified insurgent group, Caucasus Emirate operating in the North Caucasus area.
Group origin, leadership structure, and common TTPs are addressed. On 25 June

2010, the leader of the group, Dokka Umarov, was designated a global terrorist by the
U.S. Department of State.

OEA Team Threat Report @
The Caucasus Emirate

August 2010



https://www.us.army.mil/suite/doc/25636099
https://www.us.army.mil/suite/doc/25636100
https://www.us.army.mil/suite/doc/23366849
https://www.us.army.mil/suite/doc/24917564
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Tactics, Technit >rocedures (TTP) e . ﬂ
TTP 1: Mumbai Mass Murder and Hostage Cns:s

»*,f‘

by Jon Moilanen

Overview. On 26 November 2008, a heavily armed ten person terrorist cell attacked several prominent sites in Mumbai,
India in nearly simultaneous assaults, that caused over 170 deaths and wounded over 300 additional people in site sei-
zures and hostage crises lasting over 60 hours. The cell was linked to the Pakistan-based Lashkar-e-Taiba (LeT) ter-

rorist group. The choice of targets as business and commercial hubs, famous
entertainment sites, and cultural landmarks was combined purposely with indis-
criminate killing in a populace as well as focused murder of people based on
their nationality or religion. LeT’s intent appeared to be exceptional psychologi-
cal trauma on a major urban population and nation, undermine the confidence
of India’s ability to protect its people and foreigners, and expand a LeT regional
agenda to global attention and international ideological extremism.

Mumbai

Hospital
Rail Station

Terror Tactics. The terrorist cell was thoroughly trained and indoctrinated.
More than one year in preparation, surveillance and reconnaissance refined
intelligence. Methodical conduct of infiltrating to the objective area was followed
by ruthless actions at each objective and corresponding exploitation of mass
media during and after the crisis. The terrorists used a global positioning system
(GPS) and an array of communications to transit over 500 kilometers of sea to a
rendezvous point off the shoreline of Mumbai.

Attack Location

Having seized a small fishing trawler at sea, the terrorists murdered the crew

and transferred their weapons and explosives to an inflatable boat to reach the
shore. Four two-person teams went ashore and used taxis while one team walked to their target. A fifth two-person team
continued in an inflatable boat along the shore to their target. With all teams at their urban objectives, attacks were initi-
ated within minutes of each other at five dispersed locations. Mass murder occurred as terrorists used semiautomatic
rifle fire and hand grenades against people in a rail station, hospital, urban streets, café, hotels, and Jewish cultural cen-

ter.

Earlier, IEDs had been hidden in two taxis timed # “ M
to explode well after the main attacks were un-

derway. These explosions caused additional con-

fusion and mayhem in the first hours of the inci- Ce” Leader Team Team  Team Team

dent. After attacking the café, one team quickly

joined the team assaulting a hotel, killing people,

starting fires in the hotel, and seizing hostages. - I_Cuajraﬁ
|

Hostages were seized at a Jewish cultural center Rail Stagou- Caf }LHOM Hotel |
and eventually murdered. Another team entered L_, KV ‘_‘ "_‘: \_‘%’L)

a second hotel and immediately started Kkilling 1} T
people and seizing hostages. One team shot Shia)
people randomly in a train station, a hospital, and Hospi Street |
departed to possibly link up with other team ' %?i " H’;ﬁ'
members but were killed in a city street confron- =

tation with police. Several other IEDs were em-
placed at some of the sites but were discovered
prior to causing casualties.

Assault Weapons - Hand Grenades - Exnlosives - Communications

Mumbai Attack Cell
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The terrorist team members were well armed with AK-56 assault rifles, pistols, hand grenades, explosives for IEDs, and
basic food and water. They communicated with each other and operational handlers remote from Mumbai with cellular
telephones, Voice over Internet Protocol (VOIP), satellite telephone, personal digital assistant (PDA) devices, and refer-
enced high-resolution satellite imagery. Handlers provided ideological encouragement and direction, and tactical advice
observed from live media coverage at the attack sites. Local law enforcement was initially overwhelmed by terrorist fire-
power. Once Federal military forces arrived on site, police and military forces killed nine terrorists and captured one ter-
rorist.

Assessment. A small well trained and resourced terrorist cell of 10 men attacked several public and relatively unpro-
tected urban targets in nearly simultaneous assaults to mass murder, seize sites, and take hostages. The terrorists ex-
pected to be killed during the LeT inspired mission while obtaining several days of constant world media coverage of the
terror and attention to the terrorist organization’s agenda. Effective intelligence sharing among governmental agencies
might have disrupted or defeated the attack. Law enforcement agencies must have sufficient and immediate capability to
protect its citizenry and counter an active shooter crisis. Multiple site, nearly simultaneous terrorist attacks will re-

quire immediate responsive support from specialized forces.

TTP 2: Vehicle-borne IED (VBIED): Stop and Ram

Shape ConLjition Enemy Intent. Demoralize citizenry and coalition Attack T; rget
") forces with indiscriminate suicide attacks. In this
{ “Area | g B vignette, a “snap checkpoint” is the identified

% -- @ | objective with soldiers as primary targets. Insur-
AA Aék (| - gent team with two civilian vehicles positions
L D

reYol based on insurgent observer report of checkpoint
g . at location used several times in past and
Q, P planned for possible attacks.

5]
U @

i -Shape Condition. Vehicle #1 starts non-
e

threatening low speed passage into checkpoint
lane toward search area. Vehicle #2 positions in
wait line one to several vehicles behind vehicle
#1. Vehicle #1 creates an incident negotiation
the temporary obstacles in the alert line.

Observer

ANO, &

In this case, the driver stalls the engine and indi-
cates to coalition forces that the vehicle will not
restart. Checkpoint soldiers cautiously approach
the driver and vehicle. Driver of Vehicle #2 and dismounted observer track checkpoint soldier actions. With their attention
focused on the stalled vehicle, the driver of vehicle #2 identifies a vulnerability and route for a high

speed assault with his VBIED. LEGENE.

Enemy
Friendly

Neutral-Unknown

Attack Target. Vehicle #2 races out of wait line and rams vehicle #1 with a cluster of soldiers and
nearby civilians. VBIED detonation causes several fatalities and casualties. Observer records im-
mediate action of checkpoint for after action review and future attack improvisations.

Enemy Vehicle

gome

Friendly Vehicle
Moveable Obstacle
1x Concertina Wire
3x Concertina Wire
Spike Step

Manmade Structure

BEBED
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Article of Interest.

Non-State Actor INFOWAR Tactics

by Justin Lawlor

The evolving nature of INFOWAR (information warfare) has allowed non-state actors to establish capabilities and pursue
their group objectives in ways previously denied them. Three particular events illustrate likely types of INFOWAR threats
the U.S. Army will face in the coming decades. The U.S. Army and the Government in general, needs to be familiar with

such attacks to generate the ability to counter and remediate these enemy actions.

Project Chanology

Background: As part of an ongoing mass protest against the Church
of Scientology, an Internet-based mass movement known as
“‘Anonymous” launched a coordinated, but widely disseminated,
INFOWAR attack beginning in 2008 and continuing through the year.
Coordinated through a series of online message boards, Internet re-
lay chat rooms, and other anonymous means, Project Chanology
was successful at disrupting the activities of the Church of Scientol-
ogy through distributed denial of service attacks (DDOS), computer
attacks, black faxes, and perception management operations.

Tactics: The Project Chanology campaign started in March 2008.
These attacks were identifiable by their cooperative nature versus top
-down command and control. Individuals who wanted to participate
were directed to a website where targeting data, like fax numbers
and websites, were available for download.

Implications: The U.S. Army and much of the U.S. Government are
vulnerable to such a mass-movement. The dependence upon public
facing websites for recruiting, administration and other important
tasks for the U.S. equals vulnerability.

The Mavi Marmana Incident and the Power and Limits
of Perception Management

Background: In an attempt to publically break the Israeli blockade of

Distributed Denial of Service—A com-
puter warfare attack in which the band-
width or service of the targeted computer
system is flooded with data, rendering it
useless.

Black Fax—A fax designed to render a
fax machine useless through excessive
toner use. A black piece of construction
paper is faxed, denying the recipient use
of his fax machine.

Perception Management—Perception
management involves measures aimed at
creating a perception of truth that best
suits OPFOR objectives. It integrates a
number of widely differing activities that
use a combination of true, false, mislead-
ing, or manipulated information. Targeted
audiences range from enemy forces to the
State’s own citizens.

Gaza, the Turkish nongovernmental organization (NGO) The Foundation for Human Rights and Freedoms and Humani-
tarian Relief (IHH is the Turkish acronym) IHH attempted to precipitate a confrontation with the Israeli Defense Force
(IDF). The goal was to create an incident where the appearance of an overwhelming Israeli overreaction to a charity flo-
tilla would create a backlash in which international pressure would force Israel to lift or modify the current blockade of the
Gaza Strip.

The NGO’s endstate was not achieved, mostly due to aggressive control of the information environment by the IDF. In
the aftermath of the incident, the Israelis went on the perception management counteroffensive, and released multiple
videos on YouTube, both raw and interpretive, to present the Israeli version of events.

Tactics: The Turkish NGO insured that an international incident would be provoked by attacking an Israeli special opera-
tions forces (SOF) boarding party with lethal melee weapons, while filming the entire incident.
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Implications: The Israeli boarding was planned to be executed with the minimum force possible, likely in order to fore-
stall an international incident. The Israeli SOF landed with only side arms and less-than-lethal weapons. Ironically, this
lack of force created an even more violent situation. Excellent preparation in providing a narrative to immediately contra-
dict the accounts of unreasonable force presented by the NGO protestors allowed the Israelis to achieve their endstate.

For more background on the Mavi Marmana incident, check out the TRISA Threat Report, “INFOWAR Analysis of the
Gaza Flotilla Raid.”

Al Manar TV and Public Relations

Background: Al Manar TV, a subsidiary of Lebanese Hezbollah, is an important INFOWAR tool used to both harden
and shape Lebanese public opinion and provide an outlet for Lebanese Hezbollah leadership to make public pronounce-
ments.

Al Manar continues to be an important outlet for Lebanese Hezbollah, despite al Manar’s label by the U.S. Government
as a Designated Terrorist Entity.

Tactics: Al Manar is not just a useful tool for perception management, but at least one individual has been indicted for
using his al Manar credentials to further his intelligence collection requirements. Message content will also differ depend-
ing upon the language, with Arabic language messages often much more harsh in content and tone than English lan-
guage ones.

Implications: Not all journalists are created equal. It is likely that INFOWAR-savvy adversaries will continue to use jour-
nalists for perception management and intelligence purposes. All troops should continue to assume that any footage or
journalist attention can be exploited for INFOWAR purposes and act accordingly.

For more background on Iranian IW operations, check out the TRISA Operational Environment Assessment: Iran, and
TRISA Threat Reports, “IW Considerations during the Iranian Election Protests, June 2009” and “Iranian Uniforms: Impli-
cation for U.S. Forces.”

Conclusion

We must assume that INFOWAR adversaries are supple, creative, and committed. Even if denied their immediate objec-
tives, like in the case of the Mavi Marmana, adversaries will continue an attritional strategy against U.S. interests. Knowl-
edge and awareness of adversaries’ increasingly pervasive nature in the battlefield should be a key element of all train-

ing and point of awareness for operational commanders.

Requests for Information

+ Your source for information on all OPFOR and
Threat issues

+ See SME list on page 9 for key POCs
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https://www.us.army.mil/suite/doc/25549906
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https://www.us.army.mil/suite/doc/21398561
https://www.us.army.mil/suite/doc/21398560
https://www.us.army.mil/suite/doc/21398560
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Check out CTID’s Daily Update. This document provides a daily round-up
of news events across the global. The purpose of the document is simply

Fort Leavanwarth, Kansas.

Date: 02 Decamber 2010

ey evens: to inform readers of current developments and to highlight significant
Reliiom: ol Niaragon: Spaa. Iammrtte Concepion publications. News events are listed by COCOM. The Daily Update can
Event: Mexico: UN climate change summit through 10 December . . . . P
e T e ot Lk S 1 D be mailed to you directly. If you are interested in receiving the update
Event. Chins:Plppioe dmy Cob o s (ADADED) please notify Mr. Marc Williams.

‘Nanubisn FM visit, through 14 December
Sudaness FM visit, through 10 December
Event: Indonesia: Exercise Elang Indopura 2010 (with Singapore)
Upcoming Event: Washinzton, DC: Zones of [panity: Security Situstion on Both
Sides of the Mexico-U.S. Border, 09 December
Upcoming Event: Washington, DC: Jamestown Foundation's 4 Anmal Terrarism
Conference, 09 December
Terrorist calendar: 1 Muborram A H 1432
2009 - Iraq: Bombings in Baghdad kill 127, injue 448
2000 - Yemen: Muhammad ol-Farez: end Jamal al-Badavwi named o5 primary suspects in

USS Cole bombing
Al Qaeda: 1 in 4 Gitmo detainees enzge in terrorist activities after their release
wrww mrvtirmes, comy 201071 208 world/americas 08 zitmo html? =] &ref=toda
A’ latest wespon: Poison perfimne, worw wired com 010/1al-geedas ltest:
WEEpOL-PoisOn-peTiums
What is AQ really up to? http:/s i2/L1 0SD] hrral

Social Media: Geotags and location based soctal networking (DA brisfing on the dangers of
geotagging — thanks SSG- Sweetam), bty wiww slideshere netUS AmmvSocialMedia/social-
‘media roundupzeotzzme safery

Web photos that reveal secrets, like where vﬂu]n.'!

woww nytimes com/201 0/08/ 12 ec hi12besics himl? =1

Cyber warfare: Hacker war oves Wikileiks, blogs-and-stories 2010
1307 ulianas sk ileaks 7o

DDOS sttack on Wikileaks, courtesy pamiot ha

worw fbrimes com/amicles/ 36568 ’D]Dllig'mh]mk,—h:rja denial-of service-amtack-
‘hecking

Approved for public relesse; distibusion is unlimited
1

TRADOC Géqms'lu}ehce Suppochtm

‘s‘cess AKO with Sqwords 4 )
er: httpS'II\ us army. mlpultemleslﬂa&as
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YOUR Easy e-Access Resource J

AKO Three “Click” Drill-Down
|5 @ Type TRISA-CTID & “click”

o~
i

Login to AKO/DKO

Usemame

i 7
3

“cli®k”

erroris
8 files

B Determine OE Conditions

Publish OE Threats in FSO
Publish Army OPFOR Doctrine
Assess Threat-Enemy & TTP
Support Terrorism Awareness
Publish OE Assessments

Welcome to Issue No 2 of our Red Diamond Newsletter. |
hope you find this product useful in your efforts to train the
force. This newsletter is not our product, it's yours. If there
is something in the area of operational environment or threat
for training that you would like to see explained, developed
or highlighted - please let us know. | choose subject areas
for the newsletter based upon requests from the Soldiers we
train (and as much as we can, the Marines, Sailors and Air-
men with whom we train and fight). Tell us what you need to
know more about and we will get it to you.

- Jon Cleaves




